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 In cryptography, SIS and LWE are typically used in very different regimes:
 SIS in a dense regime: each t has several preimages, (A, t) is staঞsঞcally uniform
 LWE in a sparse regime: each t has at ≤ 1 preimage, (A, t) is computaঞonally uniform
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NTRU

Find small f, g such that g · f−1 = h in Rq = Zq[x]/(φ)



Fiat-Shamir
Signatures



Fiat-Shamir Signatures
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sig = Signsk(msg)
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Signature Scheme

F-S

F-S refers to the Fiat-Shamir transform:
 The challenge is now defined as H(Commitment∥msg).
 The signature is (Commitment,Response).
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Signature Scheme

F-S

We obtain an existenঞally unforgeable signature scheme in the ROM if the ID protocol is:
1 Correct: An honest prover can convince a verifier he knows sk
2 Honest verifier zero-knowledge: A valid transcript leaks no informaঞon about sk
3 Sound: A dishonest prover cannot convince a verifier he knows sk
(except with probability ≤ ε (the soundness error))



Fiat-Shamir Signatures
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Signature Scheme

F-S

It is o[en more convenient to work with (2-)special-soundness instead of soundness:
4 2-Special-Soundness: Given two valid transcripts (com, chal, resp) and

(com, chal′, resp′), we can extract the secret.
2-special soundness implies soundness: If a protocol is 2-special-sound with a challenge
space C, then it is sound with soundness error 1/|C|.



Schnorr signatures (Fiat-Shamir w/ discrete log)

Keygen(g ∈ G)

1 x← Z×
q (q = |G|)

2 h← gx

3 sk := x,vk := h

Sign(msg,sk)

1 r← Z×
q

2 u← gr (Commitment)
3 c← H(u∥msg) (Challenge)
4 z← r− cx (Response)
5 sig := (u, z)

Verify(msg,vk)

1 Accept if and only if (gz · hc = u)

 This slide shows the signature scheme
but we will discuss 3 (sufficient)
properঞes of the ID protocol:
1 Correctness
2 HVZK
4 Special soundness



Schnorr signatures (Fiat-Shamir w/ discrete log)

Keygen(g ∈ G)

1 x← Z×
q (q = |G|)

2 h← gx

3 sk := x,vk := h

Sign(msg,sk)

1 r← Z×
q

2 u← gr (Commitment)
3 c← H(u∥msg) (Challenge)
4 z← r− cx (Response)
5 sig := (u, z)

Verify(msg,vk)

1 Accept if and only if (gz · hc = u)

Correctness (of ID protocol):

gz · hc = gr−cx · gxc = gr = u (1)



Schnorr signatures (Fiat-Shamir w/ discrete log)

Keygen(g ∈ G)

1 x← Z×
q (q = |G|)

2 h← gx

3 sk := x,vk := h

Sign(msg,sk)

1 r← Z×
q

2 u← gr (Commitment)
3 c← H(u∥msg) (Challenge)
4 z← r− cx (Response)
5 sig := (u, z)

Verify(msg,vk)

1 Accept if and only if (gz · hc = u)

HVZK (of ID protocol): We can simulate
perfectly a valid transcript (u, c, z) as
follows:
1 Sample c ∈ C
2 Sample z ∈ Z×

q
3 Compute u := gz · hc



Schnorr signatures (Fiat-Shamir w/ discrete log)

Keygen(g ∈ G)

1 x← Z×
q (q = |G|)

2 h← gx

3 sk := x,vk := h

Sign(msg,sk)

1 r← Z×
q

2 u← gr (Commitment)
3 c← H(u∥msg) (Challenge)
4 z← r− cx (Response)
5 sig := (u, z)

Verify(msg,vk)

1 Accept if and only if (gz · hc = u)

Special-Soundness: Suppose we have
two slightly different transcripts:

 Interacঞon 1: (u, c1, z1 | gz1 · hc1 = u)

 Interacঞon 2: (u, c2, z2 | gz2 · hc2 = u)

If (c2 − c1) is inverঞble, then:

h = g(z1−z2)/(c2−c1)



Schnorr signatures (Fiat-Shamir w/ discrete log)

Keygen(g ∈ G)

1 x← Z×
q (q = |G|)

2 h← gx

3 sk := x,vk := h

Sign(msg,sk)

1 r← Z×
q

2 u← gr (Commitment)
3 c← H(u∥msg) (Challenge)
4 z← r− cx (Response)
5 sig := (c, z)

Verify(msg,vk)

1 Accept if and only if
H(gz · hc∥msg) = c

Opঞmisaঞon: send the challenge c
instead of the commitment u.



Now with SIS and
LWE



Fiat-Shamir with SIS
Keygen(A ∈ Rk×ℓ

q )

1 s← χ (short)
2 t← As
3 sk := s,vk := t

Sign(msg,sk)

1 r← χ (short)
2 u← Ar
3 c← H(u∥msg)
4 z← r− cs
5 sig := (u, z)

Verify(msg,vk,sig)

1 Accept iff (z is short) and (Az− ct = u).



Fiat-Shamir with SIS
Keygen(A ∈ Rk×ℓ

q )

1 s← χ (short)
2 t← As
3 sk := s,vk := t

Sign(msg,sk)

1 r← χ (short)
2 u← Ar
3 c← H(u∥msg)
4 z← r− cs
5 sig := (u, z)

Verify(msg,vk,sig)

1 Accept iff (z is short) and (Az− ct = u).

Correctness: Exercise.



Fiat-Shamir with SIS
Keygen(A ∈ Rk×ℓ

q )

1 s← χ (short)
2 t← As
3 sk := s,vk := t

Sign(msg,sk)

1 r← χ (short)
2 u← Ar
3 c← H(u∥msg)
4 z← r− cs
5 sig := (u, z)

Verify(msg,vk,sig)

1 Accept iff (z is short) and (Az− ct = u).

Soundness: Using the previous technique:
 Interacঞon 1: (u, c, z | Az− ct = u)
 Interacঞon 2: (u, c′, z′ | Az′ − c′t = u)
We have:

[ A ∥ t ] ·
[
z− z′
c− c′

]
= 0 (1)

Quesঞon: Does the prover know a shorter
SIS soluঞon to [ A ∥ t ] than (1)?



Fiat-Shamir with SIS
Keygen(A ∈ Rk×ℓ

q )

1 s← χ (short)
2 t← As
3 sk := s,vk := t

Sign(msg,sk)

1 r← χ (short)
2 u← Ar
3 c← H(u∥msg) (short)
4 z← r− cs
5 sig := (u, z)

Verify(msg,vk,sig)

1 Accept iff (z is short) and (Az− ct = u).

Soluঞon: The prover knows

[ A ∥ t ] ·
[
s
−1

]
= 0 (1)

 The soluঞon that the prover knows is
shorter by a factor ≥ ∥c∥ than the one
he proves (slack in the proof).

 An adverse constraint is that c should
have enough entropy.

Awkward situaঞon, but we can live with it.



Fiat-Shamir with SIS
Keygen(A ∈ Rk×ℓ

q )

1 s← χ (short)
2 t← As
3 sk := s,vk := t

Sign(msg,sk)

1 r← χ (short)
2 u← Ar
3 c← H(u∥msg) (short)
4 z← r− cs
5 sig := (u, z)

Verify(msg,vk,sig)

1 Accept iff (z is short) and (Az− ct = u).

HVZK: A�empt to simulate a valid
transcript:
1 Sample c ∈ C
2 Sample z in the expected range
3 Compute u = Az− ct

This is not a perfect simulaঞon.

 Bigger problem: actual transcripts leak
informaঞon about the secret.

 Exploited by key recovery a�acks (e.g.
[GJSS01] on NTRU-based [HPS01])



Fiat-Shamir with SIS
Keygen(A ∈ Rk×ℓ

q )

1 s← χ (short)
2 t← As
3 sk := s,vk := t

Sign(msg,sk)

1 r← χ (short)
2 u← Ar
3 c← H(u∥msg) (short)
4 z← r− cs
5 Rejecঞon sampling step
6 sig := (u, z)

Verify(msg,vk,sig)

1 Accept iff (z is short) and (Az− ct = u).

Soluঞon: use rejecঞon sampling [Lyu09].
 High-level idea: the signer may restart
the signing procedure if the signature
leaks informaঞon about sk.

 Example: if r is uniform over a small set
S, accept iff z ∈ S.

 Rejecঞon sampling may be:
 determinisঞc (e.g. Dilithium [LDK+17])
 probabilisঞc (e.g. BLISS [DDLL13])



Fiat-Shamir with SIS
Keygen(A ∈ Rk×ℓ

q )

1 s← χ (short)
2 t← As
3 sk := s,vk := t

Sign(msg,sk)

1 r← χ (short)
2 u← Ar
3 c← H(u∥msg) (short)
4 z← r− cs
5 Rejecঞon sampling step
6 sig := (u, z)

Verify(msg,vk,sig)

1 Accept iff (z is short) and (Az− ct = u).

Concrete hardness:
 Key-recovery: SIS with a short s
 Forgery: SIS with a short-ish z

KR

F

Shortness of soluঞon
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SIS



Exercise 1

Suppose:
 R = Z[x]/(xd + 1).
 Each coefficient of s ∈ Rℓ is sampled uniformly in {−s, . . . , s}.
 C is the subset C ⊆ R of polynomials with w ones and (d− 1) zeroes.
 Each coefficient of r ∈ Rℓ is sampled uniformly {−r, . . . , r}, with r > dws.
 The response z := r− cs is accepted if and only if z ∈ Supp(r).
Give a simple upper bound on the probability that a given response z is accepted.
(hint: compute | Supp(z)| and use the inequality (∀f, g ∈ R, ∥fg∥∞ ≤ d∥f∥∞∥g∥∞))

Soluঞon 1

For any (z0, z1) ∈ Supp(r)× Supp(z)\ Supp(r),P[z = z0] ≥ P[z = z1]. Therefore:

Ps,c,z[z ∈ Supp(r)] ≤
| Supp(r)|
| Supp(z)|

≤
(

2r+ 1
2(r+ dws) + 1

)ℓd
.

Note: For this probability to be Ω(1), it suffices that r = Ω(ℓd · dws).
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Fiat-Shamir w/ (LWE+SIS) [Lyu12]
Keygen(A ∈ Rk×ℓ

q )

1 s1, s2 ← χ1 × χ2 (short)
2 t← As1 + s2
3 sk := (s1, s2),vk := t

Sign(msg,sk)

1 r1, r2 ← χ3 × χ4 (short)
2 u← Ar1 + r2
3 c← H(u∥msg) (short)
4 z1 ← r1 − cs1
5 z2 ← r2 − cs2
6 Rejecঞon sampling step
7 sig := (u, z1, z2)

Verify(msg,vk,sig)

1 Accept iff (z1, z2) is short and
Az1 + z2 − tc = u

Concrete hardness:
 Key-recovery: LWE with a short s
 Forgery: SIS with a short-ish z

KR (FS+SIS)

F (FS+SIS)

KR (FS+LWE) F (FS+LWE)

Shortness of soluঞon
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Fiat-Shamir w/ (LWE+SIS) [Lyu12]
Keygen(A ∈ Rk×ℓ

q )

1 s1, s2 ← χ1 × χ2 (short)
2 t← As1 + s2
3 sk := (s1, s2),vk := t

Sign(msg,sk)

1 r1, r2 ← χ3 × χ4 (short)
2 u← Ar1 + r2
3 c← H(u∥msg) (short)
4 z1 ← r1 − cs1
5 z2 ← r2 − cs2
6 Rejecঞon sampling step
7 sig := (u, z1, z2)

Verify(msg,vk,sig)

1 Accept iff (z1, z2) is short and
Az1 + z2 − tc = u

The LWE regime is more interesঞng than the
SIS regime from an efficiency point of view.

LWE also allows two opঞmisaঞons that can
be summarised by:

“If you are solving LWE for (A, t+ e),
you are also solving LWE for (A, t).”

These opঞmisaঞons are:
 The Bai-Gaibraith trick
 The Dilithium trick
We will note MSB := “most significant bits”
(the proporঞon may vary).



Fiat-Shamir w/ (LWE+SIS) - Bai-Galbraith trick [BG14a]
Keygen(A ∈ Rk×ℓ

q )

1 s1, s2 ← χ1 × χ2 (short)
2 t← As1 + s2
3 sk := (s1, s2),vk := t

Sign(msg,sk)

1 r← χ3 (short)

2 u← MSB(Ar)
3 c← H(u∥msg) (short)
4 z← r− cs1
5 Rejecঞon sampling step
6 sig := (u, z )

Verify(msg,vk,sig)

1 Accept iff z is short and
MSB(Az- tc) = u

High-level idea is that the response sends
only z := z1 instead of (z1, z2).
 “Our scheme proves knowledge of only s.

The proof of knowledge of e becomes
implicit in the verificaࢼon.” [BG14b]

 To preserve correctness, only check that
(Az− tc) and u match on their MSBs.

 If moderate, bit dropping only mildly
affect the hardness of LWE.

 Also, no error term r2 necessary in u.



Fiat-Shamir w/ (LWE+SIS) - Dilithium trick [LDK+17]
Keygen(A ∈ Rk×ℓ

q )

1 s1, s2 ← χ1 × χ2 (short)
2 t← MSB(As1 + s2)
3 sk := (s1, s2),vk := t

Sign(msg,sk)

1 r← χ3 (short)
2 u← MSB(Ar)
3 c← H(u∥msg) (short)
4 z← r− cs1
5 Rejecঞon sampling step
6 sig := (u, z)

Verify(msg,vk,sig)

1 Accept iff z is short and
MSB(Az− tc) = u

Naive version: the signer drops the least
significant bits of t during Keygen.
 vk gets shorter.
 Intuiঞvely, this adds an error term e to t
 Az− ct = u− c(s2 + e)
With mild bit dropping, the signature is valid
with good probability (if it isn’t, restart).



Fiat-Shamir w/ (LWE+SIS) - Dilithium trick [LDK+17]
Keygen(A ∈ Rk×ℓ

q )

1 s1, s2 ← χ1 × χ2 (short)
2 t← MSB(As1 + s2)
3 sk := (s1, s2),vk := t

Sign(msg,sk)

1 r← χ3 (short)
2 u← MSB(Ar)
3 c← H(u∥msg) (short)
4 z← r− cs1
5 h = MSB(Az− tc)⊕ u
6 Rejecঞon sampling step
7 sig := (u, z, h )

Verify(msg,vk,sig)

1 Accept iff z is short and
MSB(Az− tc) ⊕ h = u

Advanced version: more aggressive bit
dropping during Keygen.
 vk gets even shorter.
 Due to the larger error term c(s2 + e),
MSB(Az− ct) and u no longer match.

 Soluঞon: send the difference in the
signature!

Quesঞon: Is this always secure?



Fiat-Shamir w/ (LWE+SIS) - Dilithium trick [LDK+17]
Keygen(A ∈ Rk×ℓ

q )

1 s1, s2 ← χ1 × χ2 (short)
2 t← MSB(As1 + s2)
3 sk := (s1, s2),vk := t

Sign(msg,sk)

1 r← χ3 (short)
2 u← MSB(Ar)
3 c← H(u∥msg) (short)
4 z← r− cs1
5 h = MSB(Az− tc)⊕ u
6 Rejecঞon sampling step
7 sig := (u, z, h )

Verify(msg,vk,sig)

1 Accept iff z is short and
MSB(Az− tc) ⊕ h = u

Answer: If there is no constraint on h, then
forgery is trivial.
1 Generate u and a short z at random.
2 Compute c honestly.
3 Set h = MSB(Az− ct)⊕ u

Then (u, z,h) is a valid signature.

For security, the format of h is therefore
constrained in [LDK+17]:
 Fixed number ω of non-zero entries
 Non-zero entries can only modify one
bit (the “smallest MSB”).



Fiat-Shamir w/ (LWE+SIS) - Dilithium trick [LDK+17]
Keygen(A ∈ Rk×ℓ

q )

1 s1, s2 ← χ1 × χ2 (short)
2 t← MSB(As1 + s2)
3 sk := (s1, s2),vk := t

Sign(msg,sk)

1 r← χ3 (short)
2 u← MSB(Ar)
3 c← H(u∥msg) (short)
4 z← r− cs1
5 Rejecঞon sampling step
6 sig := ( c , z,h)

Verify(msg,vk,sig)

1 Accept iff z is short and
H(MSB(Az− tc)⊕ h,msg) = c

And don’t forget the generic “send challenge
instead of commitment” trick!



Hash-then-Sign



Signatures based on Hash-then-Sign

Message
msg h = H(msg) Signature

sig
H

gsk : Y→ X

fvk : X→ Y

 The signer computes h = H(msg), then sig = gsk(h) using the signing key sk.
 The verifier computes h = H(msg), then h′ = fvk(sig) using the verificaঞon
key vk, and checks that the results match (i.e. h′ = h).

 It is typical to salt the hash: h = H(msg,salt), we omit the salt for concision.



The case of RSA signatures

Message
msg h = H(msg) Signature

sig
H x 7→ xd mod N

y 7→ ye mod N

Example with RSA signatures:
 gsk(x) = xd mod N, and fvk(y) = ye mod N.
 (fvk, gsk) are o[en abstracted as trapdoor permutaঞons [BR96, Cor02]:

1 Given only vk, fvk is hard to invert for (almost) all inputs.
2 fvk ◦ gsk = Id and X = Y (hence fvk and gsk are permutaঞons).

We do not know how to realise this abstracঞon under PQ assumpঞons.



The case of lattices (first attempt)

Message
msg h = H(msg) Signature

sig
H

Following [GGH97, HHP+03], let us try to instanঞate this blueprint with laমces:
 Verificaࢼon key: vk is a (pseudo)random matrix A ∈ Rn×m

q .
 Signing key: sk is a short matrix B ∈ Rm×m

q such that A · B = 0 mod q.
For example, following [HHP+03, PFH+17] let f, g, F,G ∈ R such that:

fG− gF = q (1)
h := g/f mod q (2)

Exercise: Show that A =
[
1 h

]
and B =

[
g G
−f −F

]
saঞsfy A · B = 0 mod q.

Soluঞon: By applying (2) and (1) on the le[ and right column:

A · B mod q =
[
g− hf fG−gF

f

]
=

[
0 0

]
.
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.



The case of lattices (first attempt)

Message
msg h = H(msg) Signature

sig
H

h 7→ s s.t. A · s = h mod q

s 7→ A · s mod q

Recall (A · B = 0 mod q) and B is short (say, ∥B∥2 = max{x}
∥B·x∥2
∥x∥2 is small).

 Signing:
1 Hash msg to a point h ∈ Rn

q.
2 Compute c ∈ Rm

q s.t. A · c = h.
3 Compute v := B ·

⌊
B−1 · c

⌉
4 The signature is s := c− v

 Verificaࢼon:
1 Check that A · s = h.
2 Check that s is short
(say, ∥s∥2 is small).

Exercise: Show a honestly generated signature passes verificaঞon (assume R = Z).

Soluঞon:
1 A · s = A · (c− v) =

= h︷︸︸︷
A · c−

= 0︷︸︸︷
A · B ·

⌊
B−1 · c

⌉
= h

2 If c = B · t,1 then s = B · (t− ⌊t⌉) ∈ B ·
[
−12 ,

1
2
]m. Therefore ∥s∥2 ≤ √

m
2 ∥B∥2

1Note: the entries of t are real-valued (numbers in this exercise, or polynomials in general).



The case of lattices (first attempt)

Message
msg h = H(msg) Signature

sig
H
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∥B·x∥2
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1 Check that A · s = h.
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What about security?

0c
v s

We have seen in the previous slide that sig ∈ sk ·
[
−12 ,

1
2
]m.

 This means signatures will leak the shape of the signing key sk = B.
 Exploited in staঞsঞcal key-recovery a�acks [NR06, DN12]



Solution: trapdoor sampling [GPV08]

By carefully randomising the signing procedure, we can make the signature
distribuঞon independent of the secret basis B.

+ =

Note ⌊x⌉r the integral vector such that each coefficient of x is rounded according to
a discrete Gaussian (thus rounding is probabilisঞc).
 If v← B ·

⌊
B−1 · c

⌉
r, then v follows an ellipঞc distribuঞon skewed by B

⇒ the signing key sঞll leaks.
 If v← B ·

⌊
B−1 · c + M · ⌊0⌉r1

⌉
r2
for appropriately chosen (r1, r2,M),

then there is no leakage of the short basis (= the signing key) [Pei10].



More inversion algoritnms

There exist several algorithms for compuঞng short preimages s to h:
 Round-off algorithm [Bab85, Bab86] and its randomised variant [Pei10]
 Nearest-plane algorithm [Bab85, Bab86] and its randomised variant [GPV08]

 Pros: sample shorter vectors than round-off
 Cons: a bit more complex, slower over structured laমces

 Fast Fourier nearest plane [DP16] and its randomised variant [PFH+17]
 Pros: same quality as nearest-plane, as fast as round-off over structured laমces
 Cons: complex

 See also theMicciancio-Peikert framework [MP12, GM18]
 Etc.

We realise a weaker noঞon than trapdoor permutaঞons: trapdoor preimage sampleabe
funcࢼons (TPSFs).
 Trapdoor permutaঞon⇒ TPSF
 TPSF suffices for a FDH proof
See [HPA21] for a more detailed discussion.
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Putting everything together

Keygen(1λ)

1 Gen. matrices A,B s.t.:
 A · B = 0
 B has small coefficients

2 vk := A,sk := B

Sign(msg,sk = B)

1 Compute c such that A · c = H(msg)
2 v← vector in Λ(B), close to c
3 sig := s = (c− v)

Verify(msg,vk = A,sig = s)

Check (s short) & (A · s = H(msg))

c

v

s



Conclusion



Classical and laমce-based schemes share many similariঞes:
 Same paradigms: Schnorr-type idenঞficaঞon protocols, El Gamal-type
encrypঞon, full-domain hash, etc.

 The analogy someঞmes fail, but this is also informaঞve
 Highlights differences between the two families of assumpঞons
 Some opঞmisaঞons are unique to the laমce seমng (e.g. bit dropping)

For a more comprehensive overview of laমce-based cryptography, see Simon’s
Insঞtute 2020 programme “La࣌ces: Algorithms, Complexity, and Cryptography”:
https://simons.berkeley.edu/programs/lattices2020.

https://simons.berkeley.edu/programs/lattices2020
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