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Technical
Overview



A Bird’s Eye View

Keygen(1λ)

1 Gen. matrices A,B s.t.:
A is pseudorandom
B · A = 0
B has small coefficients

2 pk := A, sk := B

Sign(msg, sk = B)

1 Compute c such that c · A = H(msg)
2 v← vector in L(B), close to c
3 sig := s = (c− v)

Verify(msg, pk = A, sig = s)

Check (s short) & (s · A = H(msg))

c

v

s



Final Tweaks

Updated encoding for signatures
Reduce signature sizes by about 20 bytes for Falcon‐512
̸= ANS encoding suggested in [ETWY22]

BUFF transform [CDF+21]
Provides additional security properties
Main impact: + 32 bytes in the signature, verification will be a bit slower

Add a bound on the infinity norm of signatures (suggested by Yang Yu)
Forgery remains at least as hard
Negligible impact on performances

Make the signing restart rate very small
Desirable for applications where real‐time running time is important
Negligible impact on security and performances

All tweaks will be published on the pqc‐forum.



When (not) to
Deploy



Pros and Cons

Pros
Compact public key and signature sizes
Very fast verification
Signing is also fast, but less than Dilithium

Cons
Key generation and signing require floating‐point arithmetic (FPA)

Be mindful on devices with non‐existent or variable‐time floating‐point units
Say goodbye to masking

Key generation and signing are complex to implement
Key generation is slow‐ish



Good Fit: Vehicle-to-Vehicle Comms

Drive (Quantum) Safe! – Towards Post‐Quantum Security for V2V Communications [BMTR22]

“ Only signature schemes whose explicit certificate can be sent in five or
less fragments can be used in the True Hybrid design. After careful analysis
of [Round 3 schemes + XMSS], Falcon is the only viable scheme. ”

Comments:
A key asset of Falcon is the small {public key + signature} size
We expect the real‐time running time to be a major asset as well



Good Fit: TLS Certificates

Post‐Quantum Authentication in TLS 1.3: A Performance Study [SKD20]

“ Our results show that the PQ algorithms with the best performance for
time‐sensitive applications are Dilithium and Falcon. ”

NIST’s pleasant post‐quantum surprise [Wes22]

“ [...] Early adoption of post‐quantum signatures on the Internet would
likely be more successful if those six signatures and two public keys would
fit in 9KB. This can be achieved by using Dilithium for the handshake
signature and Falcon for the other (offline) signatures. ”

Comments:
Falcon’s small public keys and signatures are valuable
For handshake signatures (online), [Wes22] preferred Dilithium



Not-so-Good Fit: Variable-Time FPUs

Benchmarking and Analysing NIST PQC Lattice‐Based Signature Scheme Standards on the
ARM Cortex M7 [HW22]

“ Since Falcon’s use of floating points is so rare in cryptography, we test the
native FPU instructions on 4 different STM32 development boards with
Cortex M7 and a Raspberry Pi 3 [...]. We find constant‐time irregularities
in all of these devices, which should cause concern when using Falcon is
certain use cases and on certain devices. ”

Bottom line: if your use case mandates constant‐time signing, then either:
Ensure that all target devices have constant‐time FPA instructions
Or mandate emulated FPA



Good Fit: Low-Resource Verification

FPGA Energy Consumption of Post‐Quantum Cryptography [BKG22]

“ For signature verification, Falcon provides the lowest energy consump‐
tion, highest throughput, and lowest transmission size [compared to
Dilithium and SPHINCS+]. ”

Verifying Post‐Quantum Signatures in 8 kB of RAM [GHK+21]

“ On the Cortex‐M3, [Falcon’s] overall memory footprint is about 6.5 kB.
Hence, streaming in the data in small packets is not necessary. ”

Comments:
Falcon is the most efficient scheme for verification
Memory footprint is small and can be reduced (probably < 2 kB using streaming)



Good Fit: DNSSEC

Retrofitting Post‐Quantum Cryptography in Internet Protocols:
A Case Study of DNSSEC [MdJvH+20]

“ In our test‐bed, the performance of Falcon‐512 is closest to the current
algorithms and meets the requirements of DNSSEC. ”

Post‐Quantum Signatures in DNSSEC via Request‐Based Fragmentation [GS22]

“ In all our tested scenarios, we found that Falcon‐512 performs better
than Dilithium2 due to Falcon‐512’s smaller signatures, suggesting that
Falcon‐512may be themost suitable option currently available to be stan‐
dardized for DNSSEC. ”



Thank You!
https://falcon-sign.info/

https://falcon-sign.info/
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